TAXPAYER’S GUIDE TO IDENTITY PROTECTION

What is Identity Theft?

Identity theft occurs when someone uses your personal identifying information [name, date
of birth, Social Security number (SSN), credit card numbers, etc.] without your permission in
order to commit fraud or other crimes.

As a victim of identity theft you have the ability to assist greatly in resolving your situation.
It is very important to act quickly and assertively to minimize the impact of loss or injury that
results from unauthorized access to your personal information.

The Michigan Department of Treasury (Treasury) has taken numerous steps to protect
taxpayers against identity theft and is committed to working with taxpayers who are, or
believe they may be, victims of identity theft.

How ldentity Theft Can Impact Your Tax Records and Actions You Should
Take:

The ldentity Theft Protection Act (PA 452 of 2004) as amended by PA 566 of 2006, requires
that Treasury notify Michigan taxpayers if their personal information has been accessed by an
unauthorized person, which may result in identity theft.

If Treasury becomes aware that your confidential information has been accessed without
authorization, Treasury will send you a written notice.

Be alert if you receive a letter from Treasury that states:

e More than one tax return was filed for you for the same tax year,

¢ You have a balance due, refund offset or have had collection actions taken against
you for a year you did not file a tax return, or

e Treasury records indicate you received wages from an employer unknown to you.

If you receive a notice from Treasury stating any of the above, you may be a victim of identity
theft and you must respond immediately to the address and/or phone number on the letter.

If you are not currently the victim of identify theft, but you believe you may be at risk due
to a lost or stolen purse/wallet, or you have had questionable credit card or credit report
activity, contact Treasury at (517) 636-4486. Taxpayers can also report identity theft by
sending an e-mail to Treasury-ReportlDTheft@michigan.gov

The e-mail should include the following:

e Taxpayers Name
e Address
e The last 4 digits of the Social Security Number

o Brief description of the situation. (i.e. identity theft, fraudulent return filed under
taxpayer’s social security number, etc.)


mailto:Treasury-ReportIDTheft@michigan.gov

The email response will give taxpayers additional information on how to communicate with
Treasury.

If you are a victim of identity theft, it is very important to keep copies of all correspondence
relating to your situation, i.e. letters, faxes, emails etc. Also, please be sure to keep a log of
all conversations you have being sure to note: dates, times, names, and phone numbers. If
mailing in correspondence to a certain agency you may also choose to send your
correspondence Certified Mail-Return Receipt Requested in order to have a record of receipt.
All of this will assist you as you work to resolve your situation.

Helpful Links:

What To Do If You're A Victim and Tips For Protecting Your Identity

Internal Revenue Service — Identity Protection Information

FAQs


http://www.michigan.gov/documents/ID_Theft_94764_7.pdf
http://www.irs.gov/privacy/article/0,,id=186436,00.html
http://www.michigan.gov/documents/taxes/WebIdentifyTheftInfo_407466_7.pdf

